
Stakeholders Workshop on  

System Operation 

Operational Security 

 



The „Whatabouts“ 

System Operation 
Activities and processess to operate power system securely and efficiently: „keeping the 

lights on“, enabling electricity market, integrating conventional and renewable generation. 

Operational Security 
Measure of the power system capability to retain normal operating state or to return to 

the normal state as soon and close as possible; characterized by the operational security 

level which is a function of constraints like e.g. thermal, voltage and stability limits 

Key challenges 
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STAFF TRAINING & CERTIFICATION 

System Operation in Time 
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- Short circuit mgmt., protection coord. 

- System stability studies 
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- D-2 & D-1 forecast - Congestion mgmt. 

- Capacity allocation 

time 



Security criteria, standards, requirements (examples) 

•  (N-1): tripping of a single element 

(„contingency“) shall not endanger 

secure system operation 

•  Contingency analysis: simulation of 

tripping of network elements 

•  Coordination and information 

(awareness) of TSOs at the regional 

and higher level 

•  Responsibility for operational 

security in own control area, but 

obligation to inform all affected TSOs 
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TSOs‘ Awareness System 



Long-Term Operational Issues 

Short-circuit management 
 Ensure that the short-circuit (failure) current does not exceed capability of circuit 

breakers or other equipment at any time 

Protection coordination 
 Operate the whole protection system / devices to ensure accuracy, selectivity, 

reliability, electromagnetic compatibility and coordination 

System stability 
 Operate the power system in such a way to withstand transitions between steady-

states at different contingencies and to withstand disturbances in the system 

operation without loss of synchronous mode 

 

 

 Workshop on System Operation  | T. Kapetanovic |  12/03/19  |  Page  2 of  9 



Short-Term Operational Issues 

• Due to intermittent generation, increased trade / 

transits and close-to-real-time generation 

allocation, there is a need to enhance predictability 

• The key issue is forecast of physical system 

congestion, both, for the operational security and 

for market & congestion management 

• Close interleaving of the real-time and operational 

planning processess 
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What‘s going on: D-2, D-1, D-0 
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D-2 

• Create basecase & input for the grid model calculations at the TSO-level 

• Merge the TSO-basecases together into one single dataset 

• Compute the necessary data for the (flow-based) congestion management and 
for secure real-time operation of system 

D-1 

• Consider schedules / day-ahead nominations 

• Create the final model and calculate the results 

• Perform allocataion of capacities (market) and prepare any necessary control 
actions (operational security) 

D-0 

• Execute control actions 

• Perform any intraday changes of schedules 

• Prepare and execute any necessary additional control actions 



Real-Time Process: Details 
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SCADA & State Estimation 
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• Real-time measurements (voltages, currents, load 

flows, etc.) are processed by SCADA – Supervisory 

Control and Data Acquisition System 

• Measurements contain errors or are incomplete, 

therefore must be redundant 

• „State estimation“ is a process relying on statistic 

algorithms to filter-out errors and create valid dataset 

which is needed for all real-time applications    
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System States 
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EQ=Equality contraints (e.g. generation/demand balance) 

NEQ = inequality constraints (e.g. voltage thresholds, (n-1)-violations) 

ALERT STATE 

(EQ satisfied, NEQ violated) 

EMERGENCY STATE 

(EQ violated, NEQ violated) 
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   Preventive control actions 

   Remedial control actions 

   Emergency control and   

   system defence 



Security analysis & control actions 
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Preparation 

•  Load-flow calculation, optimization 

Simulation 

•  Contingency (n-1, n-m) analysis (TSO-internal) 

Simulation 

• Contingency analysis with external cases 

Coordina-
tion 

• Information exchange with other TSOs and 
interative improvements 

Execution 

•  Real-time operation & control actions (switching, 
radial operation, phase-shifters, redispatch, etc.) 

Security 
analysis 

Control 
actions 

Market 
mgmt. 

SCADA 

State 
estimation 



Market management: real-time scheduling  

& Intraday 
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= k D f + D P … goal: towards zero  
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Cooperation & Coordination 

TSOs coordinate 

operational security activities: 

- (n-1), (n-m) contingency 

analysis 

- Common Grid Model 

- D-1 and D-2 forecast 

- Cross-Border Redispatch 

-  Awareness system 



Coordination: - key principles 



Example:  

D-1 forecast for 

security analysis 



System Operation & Operational Security: 

„the big picture“ 

                     

                                 

         
            

   

Secure and 

reliable 

operation 

24 hours 

all year long 

Organisation of 

of electric power 

transport & market 

SCADA system 

State estimation 

Load flows 

D-1, D-2 forecast 

Operational 

planning 

Remote control  

and switching in 

the network 

P-f control 

Emergency 

Restoration 



Workshop on System Operation  | T. Kapetanovic |  12/03/19  |  Page  2 of  9 

Thank you for your attention! 


